Abstract-Bots are compromised computers that communicate with a botnet command and control (C&C) server. Bots typically employ dynamic DNS (DDNS) to locate the respective C&C server. By injecting commands into such servers, botmasters can reuse bots for a variety of attacks. We evaluate two approaches for identifying botnet C&C servers based on anomalous DDNS traffic. The first approach consists in looking for domain names whose query rates are abnormally high or temporally concentrated. High DDNS query rates may be expected because botmasters frequently move C&C servers, and botnets with as many as 1.5 million bots have been discovered. The second approach consists in looking for abnormally recurring DDNS replies indicating that the query is for an inexistent name (NXDOMAIN). Such queries may correspond to bots trying to locate C&C servers that have been taken down. In our experiments, the second approach automatically identified several domain names that were independently reported by others as being suspicious, while the first approach was not as effective.
INTRODUCTION
A bot is a malicious program that an attacker (also known as botmaster) can control remotely through a C&C infrastructure. A botnet is a network of hosts infected with such a program. A botnet is typically used for nefarious activities such as spamming and click fraud. The C&C of a botnet usually is centralized [8] . Bots contact their C&C server to receive instructions. A common approach to combat botnets consists in trying to identify and disrupt such C&C communication [7] .
If a botnet uses a single C&C server at a fixed IP address, network administrators can easily disrupt the botnet by nullrouting that address [8] . To evade such disruption, botmasters often aggressively replicate and move C&C servers. In such botnets, bots typically use DDNS queries to locate an available C&C server instance.
Dagon et al. [10] proposed identifying botnet C&C servers by detecting domain names with abnormally high or temporally concentrated DDNS query rates. High query rates may be expected because botnets with as many as 1.5 million bots have been discovered [18] . Dagon et al. use Chebyshev's inequality [2] and a simplified version of the Mahalanobis distance [11] to quantify how anomalous the number of queries for each domain name is during a day or hour in that day, respectively. Considering that botnets often use Third Level Domains (3LDs) instead of subdirectories [10] , Dagon et al. aggregate lookups for each Second Level Domain (SLD) with those of the respective 3LDs.
An alternative approach was proposed by Schonewille and van Helmond [28] . They observed that DDNS responses indicating name error (NXDOMAIN) often correspond to botnet C&C servers that have been taken down. Hosts that repeatedly issue such queries may be infected with a bot and still have the vulnerability that enabled such infection.
This paper evaluates experimentally the effectiveness of these approaches for detecting botnets in enterprise and access provider networks. Although these approaches have been known for some time, they do not seem to have been replicated by other researchers. Consequently, they could depend on network or botnet characteristics that are not always present or have changed since their initial proposal.
In our experiments, the approach based on abnormally high or temporally concentrated query rates was ineffective. We found that, currently, many legitimate and popular domains use DNS with short time-to-live (TTL), including gmail.com, yahoo.com, and mozilla.com. The evaluated algorithms misclassify these names as C&C servers. On the other hand, the approach based on abnormally recurring NXDOMAIN replies was very effective. It detected several domain names that were independently reported by others to be suspicious.
The rest of this paper is organized as follows. Section II provides details of the anomaly detection techniques used. Section III discusses the proposed approaches for DDNS-based botnet detection. Section IV describes our evaluation methodology and Section V presents our experimental results. Section VI discusses the results and Section VII concludes.
II. ANOMALY DETECTION TECHNIQUES
In anomaly detection, the goal is to find objects that are different from most other objects [1] . Anomalous objects are also known as outliers because they lie far away from other data points in a scatter plot [1] . There are many algorithms for anomaly detection. In this section we briefly discuss Chebyshev's Inequality [2] , Mahalanobis Distance [1] , and a simplified version of the latter [11] .
A. Chebyshev's Inequality
An outlier detection method based upon Chebyshev's inequality can be used [2] when (1) make assumptions about its distribution, and (2) it is expected that the observations are independent from one another.
The formula for Chebyshev's inequality is [3] :
where X is a random variable, E(X) is its expected value and k > 0 is a parameter. This formula establishes an upper bound for the percentage of data points with value more than k standard deviations away from the population mean [2] . If k is set to 4.47, the upper bound is 0.05, a typical cut-off point for statistical significance [5] . Data points with value more than k standard deviations away from the mean are considered anomalous [2] .
B. Distance Measures
A distance d(x, y) between two data objects, x and y, quantifies how dissimilar they are. These objects can be viewed as points with n dimensions (features or attributes). When n is greater than one, the objects are represented as vectors.
If the observations are multivariate Gaussian, we can classify points as anomalous if they have low probability with respect to the estimated distribution of the data [1] . One way to measure this is by calculating the distance of the object to the center of the distribution [1] . To do so, we can use the Mahalanobis distance, which takes the shape of the data distribution into account [1] and is defined as:
where Σ -1 is the inverse of the covariance matrix of the data. There are a number of requirements to use the Mahalanobis distance for detecting anomalous objects. First and foremost, the distribution of the data has to be Gaussian. Second, the covariance matrix of the data must be invertible. Third, even if the matrix is invertible, computing its inverse is computationally expensive. To address the last two problems, a simplified version of the Mahalanobis distance was formulated in [11] :
where n is the number of features, and σ is the vector of standard deviations of every feature in the data vectors. To prevent the above distance to become infinite when a specific feature has a constant value across all observations, a smoothing factor α is added to every standard deviation σ i . This simplified distance is based on the "naïve" assumption that the vector's elements are statistically independent. In cases were that assumption is true, the covariance matrix Σ becomes diagonal and the elements along the diagonal are just the variance of each variable [11] .
III. DDNS-BASED BOTNET DETECTION
Bots typically initiate contact with C&C servers to poll for instructions. C&C servers often cannot initiate such contacts because bots' addresses are unknown or dynamic or bots are behind firewalls or network address translators (NATs) that do not permit externally initiated connections. Botmasters usually assign fully qualified domain names (FQDNs) to C&C servers. FQDNs enable bots to use DNS to locate the respective C&C servers. A botmaster can (possibly using a stolen credit card) create and register a FQDN or use a free 3LD from a DDNS provider [8] . In either case, the C&C server's FQDN is typically hosted by a DDNS provider. If network administrators disrupt a C&C server at a certain IP address, the botmaster can easily set up another C&C server instance with the same name at a different IP address. Because DDNS providers set low TTL values for the domain names they host ( [16] , [17] ), IP address changes in C&C servers propagate almost immediately to bots [8] .
Dagon et al. observed that DDNS query rates can be much higher for botnets' C&C servers than for other domain names [10] . In their method, a "Canonical DNS Request Rate" (CDRR) aggregates the query rate of a SLD with the query rates of the SLD's children 3LDs, according to the formula:
Dagon et al. suggest that when the CDRR of a name is anomalous according to Chebyshev's inequality (1) , that name has an abnormally high query rate and is likely to belong to a botnet C&C server [10] .
They also propose detecting botnet C&C servers as those names whose temporal CDRR distribution is abnormally concentrated [10] . Each SLD's hourly CDRRs in a day are sorted in decreasing order, forming a feature vector. They suggest that names whose feature vector differs from that of a normal name by more than a threshold are likely to belong to a botnet C&C server. They use the simplified Mahalanobis distance to measure the distance between feature vectors.
Schonewille and van Helmond's alternative approach looks instead at NXDOMAIN reply rates [28] . Reply rates can be classified as anomalous by algorithms similar to those Dagon et al. used for query rates.
IV. METHODOLOGY
This section outlines the methods we used for experimentally evaluating the proposed DDNS-based botnet detection approaches.
A. Data Collection
We collected all DNS traffic at the University of Pittsburgh (Pitt)'s Computer Science (CS) department for a period of 192 hours (9 days) starting on 2/13/2007. We used the tcpdump network sniffer to collect this data (11 GB) and store it in the pcap format. This format can be read and filtered using the libpcap library.
B. Data Selection
We filtered the data into three subsets as specified in [16] or [17] or otherwise discovered in our own data set.
We formed three versions of each subset, each with a different maximum TTL value. For example, CS_NS_60 is the version of CS_NS with maximum TTL equal to 60 seconds.
C. Detection of abnormally high rates
As in [10] , we performed the following steps for each subset version. First, for each SLD in the subset, we computed the SLD's total CDRR for the entire 192-hour period. Second, we computed the average and standard deviation of the total CDRRs. Third, for each SLD in the subset, we verified whether the SLD is anomalous according to Chebyshev's inequality with k = 4.47. Finally, we investigated whether anomalous SLDs are indeed suspicious.
D. Detection of abnormally temporally concentrated rates
Attempting to follow [10] , we also performed the following steps for each subset version. First, for each SLD and day in the subset, we computed the SLD's feature vector containing the SLD's hourly CDRRs for that day. Second, we normalized each feature vector by dividing each of its elements (hourly CDRR) by the elements' sum (daily CDRR). We excluded any SLDs whose daily CDRR was less than 3, considering that such unpopular SLDs are unlikely to be C&C servers yet likely to have temporally concentrated rates. Third, we sorted each feature vector in decreasing element order. Fourth, for each day in the subset, we computed the day's centroid and covariance matrix. The centroid is the average feature vector of all included SLDs (after normalization and sorting). Fifth, for each SLD and day in the subset, we computed the SLD's distance to the day's centroid. Sixth, for each day in the subset, we sorted the included SLDs by decreasing centroid distance. The top SLDs with distances exceeding a threshold were considered anomalous. Finally, we investigated whether anomalous SLDs are indeed suspicious.
We ran into difficulties while computing feature vector distances. Covariance matrices were not diagonal, invalidating the use of simplified Mahalanobis distances. To compute (full) Mahalanobis distances, covariance matrices need to be inverted, but many covariance matrices were noninvertible. We overcame the latter problem by modifying calculations as follows. First, we computed the daily centroid and covariance matrix considering only benchmark SLDs. We selected as benchmark SLDs those SLDs that have the least number of null features. These SLDs have well-distributed queries, as expected for popular and legitimate SLDs. On the other hand, SLDs with highly temporally concentrated rates (presumably C&C servers) will tend to be distant from benchmark centroids. This change reduced the number of noninvertible covariance matrices to only 2 out of 81 cases. Second, in cases where the covariance matrix was still noninvertible, we added a bit of Gaussian noise (µ=0, σ=10 -8 ) to each feature of benchmark SLDs. This change made all covariance matrices invertible. Table II summarizes our results for detection based on abnormally high rates. In subsets CSAA and DDNS_NS, all SLDs detected as anomalous belong to legitimate organizations, such as yahoo.com and weather.com. On the contrary, in subset CS_NS, almost all SLDs detected as anomalous have been independently reported by others as suspicious. These SLDs are listed in Table III . The first SLD in the table was detected in all versions of CS_NS, while the other SLDs were detected only in CS_NS_600. SLD yahoo.com was the only SLD incorrectly detected as anomalous in CS_NS. shacknet.nu (DDNS provider) • preschool.shacknet.nu. Reported as suspicious [25] .
V. EXPERIMENTAL RESULTS
• macher.fake-ip.shacknet.nu. Used in spam in sender addresses [26] . Figures 1 and 2 show the average CDRRs of anomalous and normal SLDs in CS_NS_300 and CS_NS_600, respectively (the plot for CS_NS_60 is almost identical to the former). In Figure 2 , yahoo.com was misclassified as anomalous. Figure 3 shows the effect of correcting this misclassification. As expected, CDRRs of anomalous SLDs are much higher than those of normal SLDs. Figure 4 shows a representative plot for a case where no anomalous SLD is actually suspicious. The discrepancy between CDRRs of anomalous and normal SLDs is much smaller than in Figures 1 and 3 . Detection based on abnormally temporally concentrated rates using full Mahalanobis distances did not yield any suspicious SLD. Interestingly, detection using simplified Mahalanobis distances did identify a suspicious 3LD, in CS_NS. This result is surprising because the covariance matrix was not diagonal and therefore the simplified Mahalanobis distance would theoretically be inapplicable. The detected 3LD, unknown.sagonet.net, reportedly belongs to a "guestbook harvester" botnet [13] . The parent SLD, sagonet.net, belongs to a network service provider that has been reported to host customers who do "all types of undesirable Internet activities" [14] , including spamming. Figures 5 and 6 show the sorted hourly CDRRs of normal SLDs and the SLD classified as anomalous using simplified Mahalanobis distances. The anomalous SLD actually has more evenly distributed hourly CDRRs than do the normal SLDs. This result is contrary to the expectation that anomalous SLDs would be distinguished by their more temporally concentrated CDRRs [10] . Detection based on abnormally high or temporally concentrated DDNS query rates should consider only DDNS queries. However, distinguishing DDNS queries from other DNS queries is difficult in enterprise and access provider networks. In subset CSAA, we attempted to make the distinction based solely on responses' TTL values. Unfortunately, a low TTL value is a necessary but insufficient condition for DDNS responses [27] . Internet measurement studies suggest that low TTL values are becoming increasingly common for all domain names, independently of DDNS [27] . Many legitimate domains, such as google.com, yahoo.com, and weather.com use low TTL values, e.g,. for DNS-based load balancing.
In subset DDNS_NS, we attempted instead to make the distinction by requiring the response to come from a known DDNS provider. However, some legitimate and popular domain names, such as mozilla.com, are also hosted by DDNS providers.
Our failure to exclude non-DDNS names more thoroughly may have contributed to the significant number of false positives (legitimate names considered anomalous) we obtained in the CSAA and DDNS_NS subsets. This failure was inconsequential for the CS_NS subset, possibly because the subset includes only NXDOMAIN responses. Such responses are more likely for DDNS names than for other names.
Detection based on abnormally high or temporally concentrated DDNS query rates might be more effective if the query rates considered were those observed at DDNS providers, instead of enterprise or access provider networks. DDNS providers can more easily exclude non-DDNS names. It would be interesting to repeat these experiments under such assumptions.
Another factor that may have influenced our results is botnet size. Although the total number of bots has been growing fast, there is anecdotal evidence that the typical number of bots in each botnet has been decreasing. Smaller botnets can be expected to generate fewer queries for each C&C server, making the latter's detection more difficult.
Our distance computations may have been hampered by the high dimensionality [1] and sparseness of feature vectors (24 elements, many of which null). It would be interesting to investigate whether dimensionality reduction techniques could improve our results.
VII. CONCLUSIONS
We evaluated two DDNS-based approaches for identifying botnet C&C servers in enterprise and access provider networks. The first approach attempts to detect DDNS names whose query rates are abnormally high or temporally concentrated. The second approach attempts to detect DDNS names with abnormally recurring NXDOMAIN replies. In our experiments, the first approach generated many false positives (legitimate names classified as C&C servers). On the contrary, the second approach was effective. Most of the names it detected were independently reported as suspicious by others. The contrast in our results may be related to the difficulty of distinguishing DDNS from other names in enterprise and access provider networks. Increasingly, popular legitimate names such as gmail.com and mozilla.com are using low TTL values or DDNS hosting, blurring boundaries and confounding classifications. Detection based on NXDOMAIN replies may be less prone to confounding because NXDOMAIN replies are more likely to refer to DDNS than to other names.
